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1. O01He nooKeHus

Ha ocnosanuu mnocranoienns lIlpaBurenscrsa Poccmiickoii Mejgepanmmn ot
23.09.2013 Ne 842 «O mnopsike HPHCYXKICHHA YUEHBIX CTEMEHEH» KaHIHIATCKHE
3K3aMEHBI CJAAlOTCA B COOTBETCTBHH ¢ HAYYHOH CHEUMaJbHOCTBIO (HAyYHBIMH
CICHMATBHOCTSMU) U OTPACHbiO HAYKH, MPEIYCMOTPEHHEIMU HOMEHKIATYPOH HaYUHEIX
CNICHMANBHOCTEH, 110 KOTOPBIM TIPHCYKJAlOTCS y4YeHble CTENeHU, YTBEPKIaeMoii
MunncrepcTBOM Hayku H Bbicmero obpasoBaHust Poccumiickoii ®emepaumu (manee —
MunoOpHayku Poccuu), 10 KOTOPBIM OCYIIECTBIAETCA MOATOTOBKA (IIOJATOTOBJIEHA)
JUCCEPTALMH.

Kanaunarckuif 3x3amMed No coenuaibHONU AMCUMIUIMHE B COOTBETCTBHMH C TeMOit
AHCCEpTALlMM HAa COMCKAHHE YYEHOW CTENEHH KaHauJaTa HayK MNpeicTaBIseT coloii
dopMy OLUEHKHM CTEMECHU MO/rOTOBICHHOCTH COHCKATE/Is YYSHOH CTENeHH K IIPOBEACHHIO
HAy4YHBIX MCCIEAOBAHUI MO HAYUHON CHelMadbHOCTH «2.3.6. Memoodwr u cucmerb
3quyumel  uHopmayuy, uH@opmayuonHas 6e30nacHocme» M TIO COOTBETCTBYIOMIEH
OTpAac/Ii HayKH (Jajiee — KaHIuJIaTCKUHA dK3aMeH ).

IIporpamma kaHIHOATCKOrO 3K3aMeHa paspaboTtana Ha ocHoBe [lacmopra Hayunoi
CIICUHANIBHOCTH «2.3.6. Memoost u cucmemut 3aujuinst uHgopmayuu, uHGopmayuoHHas
6esonacrocmor(nanee — [Iporpamma), yreepxaernoro BAK npu MunoGpaayku Poccun
https://drive.google.com/drive/folders/ IRNYkXhvAzaEF85GgxOH8HhbenJIoUMR7 .

Opranusanug ¥ IpoBeIeHNe NIpHeMa KaHAuIaTCKOro 3K3aMeHa OCYIIEeCTBIAETCS B
coorBeTcTBUM ¢ ycTaHosieHHbIM B HY TT'Y nopsaaxom.

ITonroroeka mno [IporpamMme MOKET OCYIIECTBIATECA KAK CaMOCTOSTENBHO, TaK H
B PaMKaX OCBOEHMS COOTBETCTBYIOINEH MpOrpaMMBl MOATOTOBKH HAYYHBIX H HAy4YHO-
neparoruyeckux Kaapos B acnupantype HUM TT'Y. Crawa acrimpaHToOM KaHIHAATCKOTO

3K3aMeHa ABIACTCA 00s3aTEIBHBIM YCIIOBHEM OﬁY‘ICHHH H OTHOCHTCA K OLEHKE
PEIYALTATOR OCBOCHIA Saropoil TECTIHITIHNHE] {".T"‘_T,‘.'"I‘T\} r‘ﬁ]'\."['iﬁﬂq."l"'-."”-f_‘f‘l"f"\ KOMITOHNCHTA

nporpaMMal, DC}’[HGCTBHE[EMDﬁ B paMKax l'!]JOME)K}’TO'-IHOﬁ aTTeCTallHH.

2. CTpykTypa KaHIHJATCKOr0 3K3aMeHa H IIKa/1a OUeHHBAHHS YPOBHS
3HAHMH

Kangumatckuii 3k3aMeH MpoBOAMTCS B ¢GOpME VCTHOIO 3K3amMeHa 1o Oueram
MPOAOIKUTEIEHOCTRI) OJINH aKaJIEeMHUYECKHIl Yac U COCTONT U3 CIEAVIOIIMNX YacTel:
1. OcHoBHBIE BOIPOCH! (TPH BOMpOCA MO COAep/KaHMI0 Kvpea «2.3.6. Menioow u
cucmembl 3auumul UHGOPMAYUY, UHDOPMAYUOHHASL BE30NACHOCTBY).
2. JlomonHWUTEAbHBIE BOTIPOCH (TpH BOMpoca W3 2-ro0 pazfena CcojepxaHus
IIporpammsr).
OrneHKa YpOBHS 3HAHMI M0 KaKIOMY BOMPOCY OCYIIECTBISIETCS MO MATHOAILHOI
IIKaJIe CO CIeaYIONIAM MTPUHIIAIIOM TiepepacyeTa;
«OTJIHYHO» — 5 0aIoB;
«xopommo» — 4 Gamna;

«yIOBITBOPHUTEILHO» — 3 Oania;



«HEeyAOBIETBOPUTEIBHO» — | -2 Oama.

[Ipy oLleHMBAHUM OTBETOB HA Kbl H3 BOIPOCOB IK3aMEHAIIHOHHOrO OmmeTa
YUHUTEIBAKOTCA CIEAYVIOLUE KPUTEPHH:

Ot1BeT Ha BOIIPOC MCYEPIBIBAIONIMI, NPOJEMOHCTPUPOBAHO MOHUMAHHE U | 5 GaIOB
3HaHUE CYTH BOIpOCa B IOJHOM 00beME. 3aMEUYaHMil HET.

OTBeT Ha BOMpPOC HEMOTHEIH, HO PAaCKPHIBAIOIIHIT OCHOBHYIO CYTh BoIpoca, | 4 6arna
OPOAEMOHCTPUPOBAHO IMOHHUMAHUE W 3HAHHE BONpOCa B JIOCTATOYHOM
o0neMe. 3aMeyaHHS He3HAUNTEIbHBIE.

OTBeT HEMOIHBIN ¢ CyNIECTBEHHEIMH 3aMEYaHNSIMH, 3HAaHHA 10 Bompocy | 3 Gaxna
¢parMeHTapHbBlE M YaCTHUHBIC, B TOM YHCAC M 10 TeMaTHKe
AUCCEPTALMOHHOIO0 HCC/IEA0BAHIA.

OTBeT Ha BOTIPOC OTCYTCTBYET WIIH JaH HEIPaBU/IbHBIH 1-2 banna

Mroroeass oueHKAa 3a KAaHOMAATCKUII DK3aMEH BBICTAB/SIETCS pelleHHEM
3K3aMEHAITHOHHOW KOMHUCCHH:

«OTJIMYHO» — IIpH Halu4uu He MeHee 80% S-O0aIbHBIX OTBETOB H OTCYTCTBUM 3-
2-1-6anIBEHBIX OTBETOB;

«xoporo» — npu Haaudua He MeHee 80% 4-0anipHbIX OTBETOB M OTCYTCTBUH 2-1-
OaIBHBIX OTBETOB;

«yIOBJIETBOPUTEIILHO» — npu Hajamuuu OGosee 20% 3-0a/IbHBIX OTBETOB H
OTCYTCTBUH 2-1-0al/IbHBIX OTBETOB;

«HEYJOBJIETBOPHUTENBHO» — MPH HaTMYHM 1-2 OaniapHOro orBera (MM OTKasa
OTBEYAThH Ha BOIPOC).

3. Hepeqenb TeM U BOIIPOCORB /Il IOATOTOBKH K C1a4e IK3aMeHa

Pazaea 1. OcHoBHbIE BOHPOCHI (110 COACPKAHUIO Kypea «2.3.6.Memoder u
CUCEMbBL 3QUUMB] UHDOPMAYUU, UHPOPMAYUOHHAST OE30NACHOCHIB Y).

1. OcHOBHBIE IOHATHSA 3AIIUTH HHPOPMALIMH ¥ HHGOPMALMOHHON 0€30IacHOCTH.
2. Kpunrorpaduueckne METOABI 3a10UTH HHYOpMALIUH.
1. Biounsie wudpsl.
[ToTounsre muppHI.
ACCHMETPHYHBIC HIUQPBHI.
[TudpoBbie MOAITUCH.
QYHKIINA XeIHPOBAHHA.
6. Kpurrroanamms.
3. Kpunrorpaguyeckue npoToKo/Ib!.
1. TTpoToxonsr ayTeHTH(GUKAITH cCOOOMEHNI.
2. TTpoTOKOIBI HASHTHDUKALIHH.
3. IIpOTOKOMEI ¢ HYNEBBIM pa3rialieHUueM.
4. I1pOTOKOJIBI PACIIPEACACHIL KIIOYCH
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5. Aranmns 6e30MacHOCTH KpUITOrpaduuecKuX IpoTOKOJIOB.
4. CrangapTsl B 001aCTH HHGOPMAITHOHHOH 0€3011aCHOCTH.

1. MexnyHapoaHble CTaHIapTHI.

2. OtedecTBeHHEIE CTAHIAPTEL
5. Mndopmanuonnast 6e30MacHOCTh KOMITBIOTEPHBIX CHCTEM H CETel.

1. Knaccudukarms ys3BUMOCTelH 1 aTak.

2. OcHOBHBIC MCXaHU3MBI 3AIHTEL.

3. ba3oBble cpecTBa 3aIUTHI.

4. Tlonutuka 6e30MaCHOCTH.

Pexomenayemas JuTepartypa.

1. babam A.B. Kpunrorpaduueckne wmeToasl 3ammutel uHOpManuu. — M:
Wznarensckuii Lentp PUOP, 2019, — 413 ¢.

2. Andepos A.IlL, 3y6os A.JO., Kyssmun A.C., Yepemymxun A.B. OcHoBbl
Kpunrorpapun. YgebHoe nocodoue. — Mocksa: ['ennoc APB, 2002. — 480 c.

3. Yepemymkun A.B. Kpunrorpapuueckue nporokonsi. OcHOBHEIE cBoiicTBa H
yA3BUMOCTH . — M.: Akagemus, 2009, 271 c.

4. 3ameynnmkos C.B. Kpunrorpaduueckue IpoTOKONEI H HMX HNPHMEHEHHE B
(bHHAHCOBOH M KOMMEPYECKOH aedATenbHOCTH: yued. mocobue. — M.: Topsuas
ouang — TexexomM, 2006. — 319 c.

5. Hlausrun B. @. 3amuta uubopMannm B KOMIBIOTEPHEIX CHCTEMaX H ceTaX. — M.:
JAMK-IIpece, 2012, — 592 ¢.

6. Ilpockypun B.I'. 3amura B OIEpaLMOHHBIX cUcTeMaX. YdeOHoe mnocobue mis
By30B. — M.: ['opsuas munus — Tenexom, 2014, — 192 c.

7. bypernn II.B. m np. be3omacHOCTE oOmepanMoOHHONH CHCTEMBI CHENHAIBHOIO
HasHaueHus Astra Linux Special Edition. M.: Topstaas munus — Tenxexom, 2019, —
404 e.

Pazgen 2. [lonosHHTE/JbHbIE BONPOCHI (0 00/1aCTH HCCIEIOBaHUA IACIIOPTA
Hay4YHOH CIEIMAJIBbHOCTH, B paMKax KOTOpOil ompejeneHa TeMa MNOAroTaBIMBaeMO
KaHAMJATCKOH AUCCEPTALINN).

Ob6nacte uccieaoBanus: TIpuHUMIBL U pelieHus (TeXHHYeCKHe, MaTeMaTHYeCKHe,
OPTaHH3ALNOHHBIE M IpP.) MO CO3JAHHI0 HOBBIX U COBEPILEHCTBOBAHMIO CYIIECTBYIOMIHX
CpeJICTB 3amuThl HHGopMarK 1 obecrmeyeHHs NHAOOPMAITHOHHOH 6€30MacHOCTH.

1. ApxutekTyps! 3amumeHHbIX odnaqnex CYB/I.
2. KpunTorpadguueckie aropuTMBl 3aIlIUTH 00J1aYHBIX TaHHBIX.
3. CxeMs! ynpaBieHHA JOCTYIIOM K 3aIIH(POBAHHBIM 001aYHBIM JTaHHBIM.

Pexomenayemas TuTepaTypa.

1. ba6enxko JLK. n gp. Tloanocroio romomopduoe mmdposanue (0030p) //
Bonpock! 3amutsl uHdopMarmn. 2015, Ne 3. C. 3-26.



2. Popa R., Redfield C., Zeldovich N., Balakrishnan H. CryptDB: Protecting
Confidentiality with Encrypted Query Processing // Proceedings of the Twenty-Third
ACM Symposium on Operating Systems Principles (SOSP11), 2011. P. 85-100.

3. Tu S., Kaashoek M.F., Madden S., Zeldovich N. Processing analytical queries
over encrypted data / Proceedings of the VLDB Endowment 6(5), 2013. P. 289-300.

4. Shatilov K., Boiko V., Krendelev S., Anisutina D., Sumaneev A. Solution for
secure private data storage in a cloud // Federated Conference on Computer Science and
Information Systems (FedCSIS). IEEE, 2014. P. 885-889.5

5. Arasu A. et al. Transaction processing on confidential data using cipherbase //
2015 IEEE 31st International Conference on Data Engineering, Seoul, 2015, pp. 435-446.

Obnacte  uccinenoBaHus:  MccnemoBawms B obnacTw  0e30[aCHOCTH
KpunTorpapuueckux AITOPUTMOB, Kpunrorpaduieckux IIPUMHTHBOR,
KpHUITOIrpaQUUeCKUX IIPOTOKOOB. 3alHTa HHOPACTPYKTYphl 00CCIICUSHHS NPUMEHEHHUS
Kpunrorpadguyeckux MeTo10B.

Koppensuuonnass MMMYHHOCTH 0yJI€BBIX (YHKIIHIL.
HenuneitnocTs OyneBBIX GYyHKIHIL.

JlaBuHHBIE XapakTepucTHKN OYIe¢BBIX QYHKITHIA.
AnreOparyeckasd UMMYHHOCTb Oyi1eBbIX GyHKLMIA,
3anpers! OyneBBIX QyHKIMI.

Lo =

PexoMeHayeMas JIHTepaTypa.

1. Arubainos I'.11. M30paHHBIe TeOpEMBI HAUAILHOTO Kypca KPpUNTOrpadHn. —
Tomck: HTJI, 2005.-112 c.

2. baGam A.B.. IMlaxkun 111, Kpartrorpague. M.: COJIOH-P, 2002,

3. JloraueB O.A., CanpnukoB A A.. flenko B.B. byness! dyHKuMH B TEOpHH
KOAMpOBaHHA H Kpunronoruu, — M: MHIIMO, 2004,

4. Ilankpartosa M. A. byness! GyHKUMHN B KpUnTorpaduu: yyedbHoe nocodue.
Tomck: U3a. Jlom TT'Y, 2014. — 88 c.

3. Ilpumep 3K3aMeHallHOHHOTO OMJIeTa

1. OcHOBHBIE BOTIPOCHI
1. JInHeMHBIN KpUNITOAHATINS.
2. Cxewma JIommopra.
3, MeiKceTeBble IKpaHHL.
2. JlonoaHHUTEIEHEIE BOTIPOCH.
l. Apxurextypa CYB]I CryptDB.
2. "'omomopdrOE mudpporaHue.
3. lludposanne, coxpansromiee NOPsIoK.



